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Abstract — The Internet of Things (IoT) and
blockchain are both recognized as cutting-edge,
popular technologies. In contrast to IoT, which
pertains to the spread of linked equipment via
supplying information over the Internet, blockchain
offers innovative data storage and management
avenues. Even as blockchain demands real-time data
application and IoT specifies mechanisms to securely
store and handle data overflows, a combination of the
two seems promising. Blockchain, a technology created
with the cryptocurrency Bitcoin, could meet the needs
of the IoT. However, combining blockchain with the
IoT might present a multitude of issues due to the
features of blockchain and IoT technology. Although
many articles have been released on the blockchain
and the IoT, the concerns with this combination are
still vague and dispersed. In light of this, this study
seeks to give an overview of the problems that have the
biggest impact on blockchain-based IoT by reviewing
the pertinent peer-reviewed articles. This article also
addresses some suggestions for lessening the impact of
these concerns. The study considered peer-reviewed
articles published within the last five years, focusing on
topics related to blockchain and IoT integration. We
identified 44 articles for this review.
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The study's significance is that it not only expands
the scholarly understanding of this complex
intersection between blockchain and IoT but also
provides actionable insights that can drive innovation
and enhance the reliability and security of IoT
ecosystems in practical settings.
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1. Introduction

The IoT attracts interest from scholars,
professionals, and business owners due to its ability
to offer unique services across various applications
[1]. The IoT links many objects and gadgets to
produce a particular network wherein computing,
detecting, and communication tasks are dynamically
handled without the need for human involvement [2].
Initially, the centralized IoT-Cloud architecture was
used to accomplish such vast development [3].
However, this architecture has several flaws that
render it inadequate for future demands [4]. Some of
these issues include the single point of failure if the
centralized server goes down, the low degree of trust
among stakeholders in the cloud given that they have
access to their data, and the centralized cloud server's
dependency on outside parties for data collection and
upkeep [3]. As a result, new, more creative solutions
have to be offered. Blockchain technology, in
particular, to improve data security and privacy, is
one of the most appealing alternatives that many
academics and companies have lately adopted [4].

Without a centralized approach, blockchain may
manage, coordinate, and oversee activities conducted
by multiple terminals [5]. The pair between
blockchain and smart contracts protects against a
single point of failure. Additionally, it makes the
system more robust [6] and offers a peer-to-peer
structure that eliminates the need for an intermediary
mechanism, such as a third trustworthy entity [7].
Owing to the peer-to-peer nature of the network and
the immutability of IoT utilizing data logs saved on
blockchain, the capability of the whole network may
be increased [8], [9].
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Despite all these advantages of utilizing
blockchain in IoT contexts, it is still unclear how the
two technologies should be combined. Because they
are both still in their infancy, their advantages and
disadvantages cannot be determined until the
technologies are implemented into services [10],
[11].

In addition, because blockchain-based IoT
integration is a dynamic process affected by several
interconnected elements, including blockchain, the
IoT ecosystem now has more technological and
functional needs [12], [13]. In light of this, it is
crucial to consider the drawbacks of such technology
integration. Consequently, this article seeks to offer a
general overview of  blockchain-based IoT
application concerns and limitations by addressing
the following research questions:

RQ1: What are the concerns
blockchain in IoT applications?

RQ2: What are the literary solutions offered to
address these concerns?

The main contributions to the article are as
follows. There is a minimal, in-depth study on
blockchain-based IoT concerns, despite the fact that
blockchain has been in use for a while. This paper
offers an overview of the difficulties associated with
blockchain-based IoT. This work highlighted seven
concerns and limitations of blockchain-based IoT
applications: security, privacy, communication,
capabilities, standards, blockchain platforms, and big
data. Moreover, this work offers suggested solutions
to the concerns and limitations presented by
blockchain-based IoT. In order to identify and
consider the present status of blockchain-based IoT
concerns as well as possible solutions to these
concerns, this article conducted an extensive review
of the literature by scanning the relevant publications
in the major academic databases. The remainder of
the article is organized as follows. The backdrop of
blockchain and IoT applications is presented in
Section 2. The research questions are addressed in
the third part. The paper is concluded in Section 4.

with  using

2. Background

One of the factors driving increased industrial and
educational interest in blockchain is its uniqueness in
providing security and privacy. This section gives
some background information about the blockchain's
characteristics and structure, as well as IoT
applications.

2.1. Blockchain Technology

Blockchain is a decentralized and reciprocal
record that maintains a list of interconnected,
cryptographically protected blocks that is constantly
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growing [14]. Applications built on blockchain avoid
the security issues related to centralized controls
[15]. All procedures are registered to protect data
security and privacy [16]. The Merkel Tree, a
cryptographic hash function, and a blockchain are the
three technological components that make up the
Bitcoin blockchain, the most popular blockchain
platform, as seen in Figure 1 [17]. Mathematical
algorithms called hash functions generate long
strings of bits as inputs [15]. The blockchain will use
the block header to monitor earlier record histories.
The Merkle Tree [16] is a data structure for
preserving encrypted secret keys. Blockchain may be
divided into two main categories: permissioned
(privately accessible) and permissionless (publicly
accessible) [18], [19]. In a permissionless
blockchain, all nodes are allowed to observe
transactions. Each network device is capable of
taking part in blockchain consensus to verify a
session. The permissionless blockchain is impervious
to tampering since doing so would be extremely
expensive [20]. Bitcoin and Ethereum are the most
well-known permissionless blockchain platforms
among permissionless cryptocurrencies. On the other
hand, private blockchains (e.g., multichain
blockchain platforms) function even without
surcharges. A private blockchain is less resistant to
hacking than a public blockchain since blocks are
disseminated through replica nodes [21]. Moreover,
consortium blockchains are controlled by specific
nodes that are not permitted to validate transactions.
Anybody can view exchanges, but only a small set of
nodes have the ability to actually write them [22].

2.2. Internet of Things Applications

IoT refers to a collection of objects containing
software, electronics, sensors, controllers, and links
that allow them to share data with each other [23].
The 10T nodes are composed of computing resources
and sensor technologies that are ubiquitous in
numerous sectors. Smart homes, health and medical
devices, smart grids, and connected cars are a few
examples of [oT [24]. IoT applications with detectors
are used to track the whereabouts in real-time of
medical equipment, including walkers, oxygenation
concentrators, cardiac pacemakers, and others.
Predictive repair is one of the IoT's finest potentials.
The technology gathers relevant data from the
attached car's processors, which can then be assessed
in the cloud and predicted before the repair is needed
[25]. Industry 4.0 may connect equipment to the
Internet, providing processing experts and executives
with much-needed manufacturing insight. For
instance, businesses may use brake beams and radio
frequency identification sensors to constantly check
regions as people pass through the structure [27].
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The IoT is expected to have 20 to 50 billion
gadgets by 2021. More research should be carried out
in this area to fully utilize the scattered architecture
and worldwide capability of the IoT to embrace
blockchain [26]. The concerns and limitations
surrounding the use of blockchain in IoT applications
highlighted in the literature are generally analyzed
and summarized in this study.

However, previous studies were oriented toward
IoT applications such as eHealth, smart cities, and
intelligent traffic industries. More research is needed
to offer a thorough knowledge of the limitations and
constraints of blockchain in IoT applications because
it is still in its initial phases [28].
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Figure 1. Bitcoin blockchain structure (based on [23])

3. RQ1, RQ2 - Limitations, Concerns, and
Solutions of Deploying Blockchain in IoT
Applications

This section responds to the research questions.
RQI1: What are the limitations and concerns with
using blockchain in IoT applications? and RQ2:
What are the literary solutions offered to address
these concerns and limitations? Although blockchain
technology might be one of the most alluring
solutions to deal with the privacy and security issues
in IoT, numerous considerations are still to be
considered when deploying blockchain in IoT
applications, owing to the nature of these
applications and blockchain technology itself [34].
This section explores these issues and possible
remedies. Since much of the cited material discusses
Bitcoin blockchain, most of the discussion is
centered on Bitcoin blockchain concerns. In this
paper, the concerns and limitations of deploying
blockchain in IoT applications can be categorized
into seven major categories, as shown in Table 1:
security, privacy, communication, capability,
standards, blockchain platforms, and big data.
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We have searched all of the available literature
from reputable sources, including Google Scholar,
Elsevier, IEEE, Emerald, ACM, MDPI, and Springer.
Through an extensive exploration of a wide range of
scholarly sources and the acquisition of insights from
varied viewpoints within the academic community,
this thorough study sought to address the two
research objectives. Boolean operators "AND" and
"OR" were used in our search technique to efficiently
narrow and widen the search area. For example,
to get pertinent literature covering both blockchain
and IoT issues, we used the query "Blockchain"

AND "loT" OR ‘"Internet of Things". By
guaranteeing that publications include both
"Blockchain" AND "IoT" ORthe '"Internet of

Things," this method allowed us to obtain full results
and allowed for a more sophisticated investigation of
the interrelated.

3.1. Security Concerns
The IoT is still in its infancy, and a slew of

concerns need to be addressed [29]. Learning how to
safeguard IoT devices is a challenging endeavor.

TEM Journal —Volume 13 / Number 2 / 2024.



TEM Journal. Volume 13, Issue 2, pages 856-865, ISSN 2217-8309, DOI: 10.18421/TEM132-02, May 2024.

The development of 10T is built on the foundation
of system security [30]. The consensus procedure is
crucial to the security of blockchains [31]. Small
blockchains with fewer users are more vulnerable to
these attacks, whereas large blockchains can provide
far greater security. Accordingly, the blockchain
community must develop and adopt more efficient
and secure consensus mechanisms [32]. On the other
hand, trust must be prioritized in order to offer a safe
atmosphere for all stakeholders to support this
paradigm change [33]. The blockchain nodes need to
be placed close to the data creator to accomplish
cross-trust domain transactions while also lowering
expenses [32]. On the other hand, many IoT
components have limited computation and
communication capacity. Maintaining the activities
required by a blockchain node [34] is challenging.
Thus, trust and privacy in serverless IoT devices may
represent an open challenge [30]. There is currently
little research on assessing node reputation in an
anonymous environment  using  blockchain
technology [35].

Developing security standards for scripting smart
contracts is one area of research for blockchain-based
IoT applications [16]. Despite the blockchain's
intrinsic security protections, the weak link turns out
to be exploitable flaws within smart contracts. The
decentralized autonomous organization attack is an
example of attackers taking advantage of a smart
contract's flaws. The authentication code is generally
static in the message authentication process.

Table 1. Summary of concerns and recommendations

Accordingly, the attacker can get the code using
comprehensive techniques, then pretend to be the
recipient and engage with the people involved [36].
In the IoT system, this behavior might leak a vast
quantity of data [25]. A foundation for safe
communication between internal and external entities
is required. Standardized key management is
necessary to safeguard security, tempering, and a
robust and legal foundation for user privacy. In the
future, this challenge might become a typical
occurrence [26].

Due to their scalability and practicality, wireless
networks have been deployed in various sectors.
However, there are several security flaws in the
wireless medium, including passive eavesdropping
(listening to conversation without interfering with it,
which makes it difficult to detect because of no
discernible impact), jamming (hostile nodes
intentionally disrupt networks to prevent legible
communication), denial of service, and others [37].
Furthermore, managing the public and private key
encryption algorithms, especially in a dispersed
context, is problematic owing to the resource limits
of IoT devices [38]. Moreover, many [oT systems
comprise different devices’ capabilities, which
implies that not every device can execute the
encryption method quickly, for example [29]. On the
other hand, blockchain contains flaws, such as rogue
nodes hijacking blockchain's communications to
cause block broadcasting to be delayed [38].

Concern Study

Security [39]

[40]

[25]
[40]
available.
[8], [30]
(2], [3]
[26]
Privacy (31, [9]
[36]
[16]
[40]
Communication [41]
[30]
[37]

[25]

Recommendations/research directions

e Establishment of a robust trust environment.

e The needs for cryptographic development, stability, and security should
be addressed.

e More efficient and secure consensus mechanisms must be developed.

¢ For auditability, contents with a public blockchain are publicly

o Keep data integrity in a multi-tiered architecture.

e In a public blockchain, user's data is known to everyone.

e Small-scale integration and decentralized identifier technology
development represent a big challenge.

¢ Pseudonymous addressing leads to privacy concerns.

[9] e Data privacy in tiered architecture is a challenge.

o Off-chain solutions are still controversial.

e Anonymity and auditability, anonymity and scalability tradeoffs.

e More solutions and research are required.

e Design flaws in smart contract implementation, consensus protocols,
and transaction capacity.

¢ Blockchain needs to incorporate more reliable and faster processes for
the stability of network connections.

o Inter-blockchain communication protocols can be utilized to address
the interoperability requirements.

o The difficulty of discrepancies and trust when deploying a new contract
after each upgrade.
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[26] e A smart contract cannot initiate external requests.
[38] ¢ Decentralization, security of oracles, determinism, and authentication
are key areas of open research.
Capability [42] e Storing requirements need to be increased as a result of the storage of
network-wide transactions.
[30] e A decentralized consensus of public blockchains reduces transaction
throughput.
[28] e High cost and lack of standards and regulations.
[43] e Higher energy consumption of various consensus algorithms.
[38],[44] e IoT devices with limited resources have a high computational
complexity requirement.
[43] e For [oT gateways, there is a need for a lot of storage and processing
power.
[25] e Low decentralization due to limited resources.
Standards [10],[28] e Standards for developing secure smart contracts that cannot be abused
for malicious purposes are required for blockchain-based IoT.
[38] e Competent and consistent standards and regulations are required on a
global scale.
[37], [45] e Research in this area is scarce.
blockchain platforms [11,[30] o Ethereum, Hyperledger Fabric, and multichain platforms may keep
leading.
[8], [27] e Mechanisms to validate smart contracts, model the contract conditions,
and user's tools are required.
[46] e The proxy-contact-delegation-call approach has issues with
decentralization and trust.
Big data [14] e Complex big data analytics methodologies on limited resources IoT
devices directly are not possible.
[21], [28] o There is still a need to study blockchain in crowdsourcing and big data
applications.
[9] ¢ Providing authentication to the training data sets might be a huge
difficulty.
[38] e Promoting users to submit their data using incentive mechanisms in
order to develop machine learning models.

3.2. Privacy Concerns

Blockchain addresses are associated with the
saved real identities. Users of such systems can
conduct transactions across several addresses. As a
result, all transaction data is kept in a single location
to prevent data leakage [46]. Due to interference,
such open records can leak user information and may
also be used to monitor and triangulate the user's IP
address [48]. Drawing conclusions from a graphical
network analysis of user transactions might result in
a data breach [14]. Many methods have been offered
to strike a balance between privacy and
accountability in the blockchain-based IoT
framework [37]. The majority of proposed solutions
contemplate enforcing access rules using smart
contracts or inside the blockchain itself. Another
interesting option for ensuring privacy in a
blockchain-based environment is tiered architecture
[49]. Data privacy in such a layered architecture,
especially within private blockchains, is a significant
difficulty [9]. Moreover, maintaining a private
blockchain's data integrity while offering data
seclusion is a significant research topic in a tiered
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architecture [45]. As a result of the sacrifice of
anonymity in blockchains to provide auditability and
avoid double-spending, assured privacy remains a
promising field of study for built-in privacy
applications [50]. Accordingly, the ultimate answer
for privacy in blockchain applications would be a
kind of decentralized storage that is entirely obscured
[51].

Beyond cryptocurrencies, the difficulty is to offer
consumers anonymity while still enabling scalability
and numerous application services. Several dispersed
blockchains may communicate with each other in
multiple use-case scenarios, such as the IoT,
allowing for vertical and horizontal scaling [52]. On
the other hand, although several techniques are now
in development to solve these difficulties, off-chain
alternatives, which are most typically employed in
present work, are still problematic [53]. At the same
time, the transaction data can be encrypted via
symmetric on-chain encryption and other approaches.
One of the drawbacks is that these approaches
increase network latency [29].

TEM Journal —Volume 13 / Number 2 / 2024.
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3.3. Communication Limitations

Because  peer-to-peer is  the  principal
communication protocol in the blockchain, a faster
settlement system in which numerous entities may
finish transactions at the same time may be
implemented. Consensus agreements may be used to
seize control of the mining process. To put it another
way, the blockchain will be designed to incorporate
more reliable and faster processes [51]. The lack of
standardization across several current platforms,
diverse consensus methods, privacy methods, data
models, and other factors contribute to the
interoperability challenge (i.e., the restricted capacity
to transfer information across multiple blockchains).

The consensus structures in public blockchains
have been commonly suggested but formally shown
insufficiently. Until wusing public blockchain
consensus mechanisms, it is essential to consider the
promises they have as well as their flaws. In this
regard, the scientific community, in collaboration
with the industry, must collaborate to validate these
processes to show their validity [45]. Private
blockchains, on the other hand, have implemented
formal, well-known solutions, but the variety and
potential of implementations are constrained due to
the small number of participants in these blockchains
[41]. Moreover, to establish a global security
approach for 10T, the protocols used at various levels
must communicate with one another by providing
transition methods. An acceptable mix of security
needs at each level may then be built inside the
global method by taking architectural constraints into
account [25].

The present mechanisms and algorithms fall well
short of the blockchain expectations for IoT security.
As a result, to satisfy the development of IoT
security, consensus methods must be adjusted and
enhanced [25]. In addition, due to the constant
movement of clients, several applications in the
automobile and eHealth sectors, for example, require
highly adaptable mobility controls. Such applications
will experience adaptability issues once they are
combined with blockchain. Some publications
attempted to improve mobility handling when
delivering  blockchain; however, this had a
detrimental impact on other criteria such as latency
and privacy [41]. The lack of a method for a smart
contract to begin external requests is another urgent
issue with the smart contract. The smart contract's
sole deterministic interaction with outside real data is
through event-triggered- Oracle -data feeds.
Accordingly, authenticity, determinism,
decentralization, security, and trust in oracles, on the
other hand, are critical open research questions [37].

TEM Journal —Volume 13 / Number 2/ 2024.

3.4. Capability Limitations

The utilization of high-performance
computational memory placed at a blockchain node
and in the blockchain network is the answer to the
storage problem. Besides blockchain network nodes
at a centralized place, enabling such storage through
high-performance computing memory faces security
and robustness problems [50]. A malfunction of the
centralized memory causes the suspension of
blockchain-based services. Another downside of
utilizing external memory is the increased expense
and collaboration required to maintain it [54].
Blockchains can leverage off-chain dispersed storage
systems like Swarm and the interplanetary file
system instead of centralized storage. Interplanetary
file systems and Swarm, on the other hand, are open
to the public, which makes them difficult to utilize.
Encrypting data before uploading it to the
interplanetary file system may solve this issue, but
this will increase the encryption-decryption latency.
Apart from that, another difficulty is the
decentralized yet safe exchange of encryption-
decryption keys [44].

IoT devices generally have stringent networking
and processing limits, preventing them from
participating in proof-of-work consensus or using
blockchain-based  decentralized  designs  [9].
Blockchain's high networking and performance costs
prevent it from being used on limited IoT devices. A
near-acceptable proposed approach is to use
computationally powerful IoT gateways to execute
end-to-end blockchain communications. Another
exciting study topic is allowing IoT devices and
gateways to use blockchain without requiring a
centralized block validation pool [52]. Due to these
applications' high networking costs and performance
needs, blockchain scalability remains a major
concern for its adoption in digital finance [39]. The
large volume of transaction data worsens low-
throughput concerns in the IoT. One potential
solution for this challenge can be by scaling the
blockchain vertically using a distributed database,
which may make inter-blockchain communication a
possible research direction since scaling the
blockchain horizontally may overcome the scalability
challenges in blockchain [9]. To ensure energy
economy and consistency in loT networks, a good
routing architecture should be in place [26], [50].

Despite the solutions provided in the industrial
IoT context, for example, vast volumes of industrial
data continue to overload energy and resource-
constrained equipment. As a result, developing more
efficient consensus algorithms is still a work in
progress [37].
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On the other hand, because IoT devices cannot
always provide consistent network connectivity,
implementing blockchain technology in an industrial
IoT environment is difficult [55]. Blockchains also
have an extensive network overhead, which makes
industrial IoT integration even more difficult [15].
Moreover, due to the resource limits of IoT devices
and network infrastructure, the degree of
decentralization feasible in existing implementations
of blockchain in IoT applications is similarly
constrained [56].

A multi-criteria scheduler, which aggregates
computing resources using a range of approaches, is
required to distribute jobs correctly to run on a
collection of computer resources. Designing a multi-
criteria scheduler on top of blockchain for
simultaneous processing optimization, network
operations, and storage is a problem [53].
Furthermore, because blockchain consumes a
significant number of resources, various writers have
looked at computational resource management for
proof-of-work. The quantitative investigation of the
resources necessary for alternative consensus
protocols, on the other hand, has received little
attention thus far [53].

3.5. Standards Limitations

Because blockchain is a decentralized technology,
government rules must be followed. Bitcoin
principles are still not widely acknowledged or
recognized in many jurisdictions, so it is unwittingly
unlawful [37]. Also, blockchain may be used for a
variety of purposes other than digital money; such
information must be shared internationally [10].
Moreover, deploying blockchain in an IoT context
and proposing new blockchain platforms open up a
world of possibilities and applications [48].
Accordingly, blockchain-based solutions are most
likely hard to succeed [53]. To ensure the continued
and vigorous growth of the blockchain environment,
competent and consistent rules and regulations are
required [45]. The blockchain ecosystem will
continue to evolve safely under the supervision of
effective blockchain-based regulations [50]. For
example, regulations relating to cybersecurity, such
as the Europe Network and Information Security Act,
which was enacted by the European Commission in
2016 to improve cybersecurity throughout the EU,
may be addressed in blockchain-based IoT systems
[38]. Accordingly, one area of research for
blockchain-based IoT applications 1is defining
security recommendations for scripting smart
contracts to avoid security vulnerabilities [10].
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Despite  various attempts to standardize
blockchain, as described in earlier sections, these
efforts appear to be simply the first step toward a
successful standard integration [37]. Therefore, such
standardization remains a novel concept. In IoT
applications, however, data is unstructured and
created by many. Directly storing this diverse data in
a blockchain-based system is not an efficient solution
[48]. The storage standards and data format should
be sensibly studied to communicate and exchange
data effortlessly among organizations. As a result,
standards and guidelines for blockchain-based IoT
systems are still a hot research topic [23]. It is worth
noting that establishing blockchain standards should
consider current industry standards, particularly those
relating to the IoT. As a result, many European
governments created regulations for blockchain
financial transactions to boost market trust. In
addition, the ISO adopted ISO/TC 307, a new
standard for blockchain and distributed ledger
technology [10].

3.6. Blockchain Platforms Limitations

No blockchain platform is flawless, and the best
functionality will be followed by the platforms that
remain on the market in the future. More than four
platforms may become highly important in IoT
applications. Ethereum and multichain are the top
platforms expected to continue to be used by IoT
implementations because they combine essential
functionality at the moment [52]. For smart contracts
to be extensively and safely accepted by customers
and providers, mechanisms are required to check and
ensure their correct operation. The contract's formal
logic validation and its validity need to be explored
in future research [50].

Furthermore, real-life  contracts sometimes
include non-quantifiable stipulations or
circumstances. In this regard, much effort remains to
be done to model the contract conditions that are
representable and measurable for a machine to
perform [46]. Efforts to develop techniques that
enable the user to stipulate and realize smart
contracts are also underway [9]. Furthermore,
blockchain consumes a significant number of
resources. However, a quantitative study of the
resources required for various consensus protocols
has received little attention thus far.

Even in the event of defects, the smart contract
code is often not upgradeable. The smart contract's
modified code is generally deployed with a new
address, which might cause issues with
inconsistency. Delegating from a proxy contract to a
logic contract can help address the issue of
upgradeable smart contracts [57]. The proxy contract
holds the data, while the logic contract performs the
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new logic. For each change, the address of the logic
contract is updated in the proxy contract.

However, the  proxy-contact-delegation-call
approach has issues with decentralization and trust.
Efforts are running partially upgradeable smart
contract methods that do not enable core smart
contract functionality to be updated but allow
specific pieces to be upgraded [10].

3.7. Big Data Concerns

The study of IoT real-time-produced data is
becoming increasingly popular. This data is typically
diverse and large in volume, yet it has immense value
for a business [38]. IoT big data analysis might
uncover valuable and relevant information to help
users make better decisions. The business demands
of blockchain financial services, for example, are
significant, necessitating the addition of big data and
related analytic capabilities to the ledger offered by
the whole blockchain [58]. A group of more than
forty Japanese banks has inked a contract with Ripple
to simplify the movement of payments between bank
accounts and undertake real-time and low-cost
transactions [48]. Another example was recently
released by the Indian government by setting up a
gene database system based on block linkages for 50
million people [48].

Despite these efforts, bringing traditional big data
analysis to the IoT is a significant challenge due to
[9], [59], [60]. 1) Resources and computational
capabilities are limited for IoT devices, making it
impossible to use complex big data analytics
methodologies on IoT devices directly. A potential
alternative is to upload the data to clouds for
processing and big data analysis, although this might
result in significant latency and privacy problems. 2)
The digital signature of a public or private key
guarantees privacy on the blockchain. However,
anonymous data may make decrypting and executing
big data analysis challenging and time-consuming,
leading to ineffective data analytics.

4. Conclusion

It has generally been accepted that blockchains'
technical traits and developmental capabilities
significantly impact the real world. The blockchain
has advanced swiftly since Bitcoin became well-
known, which would alter the IoT ecosystem and
benefit other advancements and industries. This paper
assesses the current situation of blockchain-based
IoT-related concerns. The proposed remedies were
also covered in this paper. Despite continued efforts
to create a blockchain-based IoT application that
works, a number of limitations and concerns prevent
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its proper implementation and limit the variety of
applications that may utilize it.

We identified seven areas of concern: security,
privacy, communication, capabilities, standards,
blockchain platforms, and big data.

Although this study gives a general overview of
these challenges and restrictions, many questions still
need to be investigated and resolved. Material is
sparse (e.g., outdated or inaccessible owing to the
quick and constant development process), and loT
installations are still in the early phases because
blockchain technology is new but still developing.
Consequently, our analysis was constrained by the
information and expertise we could gather from
publicly available databases. Additionally, we have
not performed any testing in the real world to assure
that the reported transaction speed matches what is
claimed in the cited research. Last but not least, the
literature mostly focuses on the usage of Bitcoin as a
solution for IoT applications. Although Bitcoin was
the first and most widely utilized blockchain
platform, some have argued that it may not be
appropriate for IoT applications because of the high
need for CPU power and capability. However,
additional investigation is needed into this allegation.
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